
X-Ray Vision for Malware

Malware behavior analysis and full visibility



Advanced (Targeted) Threats still be unbitable

problem

(Firewalls, AVs, EDRs and SIEMs is not enough … ) 



Behavioral Dynamic Analysis is the ONLY way to detect Advanced / Hybrid Threat



Limited possibilities for dynamic behavioral  
analysis

• Insufficient SOC resources to handle the 
high volume of alerts (Alert Fatigue)

• Malware Slipping Through the Defences

• Poorly Automated Analysis Methods 

• Missing in-house Threat Intelligence



The Right Technology at the Right Time

Now Near Deep

Reputation Analysis

Eliminates known benign
files in milliseconds

Static Analysis

Identifies potentially
malicious elements

Dynamic Analysis

Full visibility into
malware behavior



AGENT-BASED

Monitors malware

Malware detects sandbox

AGENTLESS MONITORING

Monitors malware

Malware cannot detect sandbox

Sandbox
Agent

Automated Malware Analysis – Sandbox Basics



Solarwind like Attack: We are prepaid



Advanced Threat Detection

Including threats others miss

Alert Triage

Automated validation of alerts from 

different sources 

Threat Intel. Generation

Automated extraction of IOCs from 

confirmed incidents 

Incident Response

Fast, in-depth visibility into 

confirmed incidents 

The Power of VMRay





About Us

Dr. Carsten Willems
Co-Founder & CEO

Dr. Ralf Hund
Co-Founder & CTO

Founded the with mission to solve the shortcomings of existing analysis technologies

Co-Founders pioneered early sandbox technology 

First commercial sandbox to market in 2006 (CWSandbox)


